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Part 2: Configuring Self-Hosted Active Directory SAML with Omnilert

Pre-Installed Environment Used

e Windows Server 2012 R2
e Active Directory Domain Services
e Active Directory Federation Service (Covered in Previous Document)

This guide walks through the process of configuring a self-hosted Microsoft Active Directory Federated
Services (ADFS) instance as an Identity Provider (IdP) for use with Omnilert’s Shibboleth/SAML
Service Provider.

(If your server is not already running ADFS, please see “Part 1: Installing and Configuring ADFS”)
Configuring ADFS Relying Party Trust

1. Open Server Manager > Tools > AD FS Management.
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This will open MMC Console of ADFS.
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3. From the Add Relying Party Trust Wizard screen click Start

Welcome

Steps ‘Welcome to the Add Relying Party Trust Wizard

Wwelcome
- Thiz wizard will help you add a new relying party truzt to the AD FS configuration databaze. Relping parties
@ Select Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and

. . authorization decisions.
@ Configure Multi-factor

Authentication Now? The relping party trust that thiz wizard creates defines how this Federation Service recogrizes the reling

h | party and izzues claims to it You can define issuance transform rules for izsuing claims to the relping party
W iEs e after you complete the wizard.
Authorization Rules

@ FReady toAdd Trust
@ Finizh

< Previous | | Start | | Cancel




~..« omnilert.

Select Import data about relying party from a file then Select the Metadata provided by
Omnilert and click Next.

ADFS Management [x]]

Saome of the content in the federation metadata was skipped because it iz not supported by A0 FS. Review the properties
-___l__:’; of the trust carsfully before pou save the trust to the A0 FS configuration database.

(This will prompt you that some content was skipped as it is not supported by ADFS )

On Specify Display Name give Display Name (e.g. “Omnilert”) and click Next
@ Add Relying Party Trust Wizard [ ]

Specify Display Name

Steps Enter the dizplay name and any optional notes for this relying party.
@ ‘Welcome Display name: r
@ Select Data Source Omnilert

@ Specify Display Mame

Motes:

@ Configure Multi-factor
Authentication Mow?

@ Choose lssuance
Authorization Rules

@ FReady to Add Trust

@ Finish

Enter a “display name”, such as
“Omnilert’

< Previous | | Mext > | | Cancel
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6. Select | do not want to configure multi-factor authentication setting and click NextSelect
Permit all users to select this relying party click Next then Finish

I

Add Relying Party Trust Wizard -

Choose Issuance Authorization Rules

Steps

@ “Welcome

@ Select Data Source
@ Specify Digplay Mame

@ Configure Multi-factor
Authentication Now?

@ Chooze lzsuance
Authorization Rules

@ FReady to Add Trust
@ Finish

lzsuance autharization rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this relying party's izsuance authorization rules.

(®) Permit all users to access this relving party

The izsuance authorization rules will be configured to permit all users to access this relying party. The relying
party gervice or application may still deny the uzer access.

() Dery all users access to this relving parky

The izzuance authorization rules will be configured to deny all users access ta this relying party. ‘r'ou must
later add izzuance authorization rules to enable any users to access this relying party.

fou can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

< Previous | | Mext > | | Cancel
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7. On ADFS MMC Console Right-Click Omnilert and click Properties

Wiew  Window  Help

[l ADFS Relying Party Trusts | Actions
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[ Relying Party Trusts
7 Atribute Stores

[ Authentication Policies

Display Name = Enabled
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Properties

Delete

Help

Disable

Properties

x Delete
Help

Right-click on Omnilert and then select Properties
from the right-click menu.

Deletes the current selec

8. On Properties Box select Endpoints then click Add SAML to add an Endpoint

tanitaring 2, Jers | Encryption | Signature I Accepted Claims
Organization | Endpaints | Prasy Endpaints I Motes I Advanced

Specify the endpoints to use for SAML and %5-FederationPassive protocols.

URL Index  Binding Default  Re
SAML Assertion Consumer Endpoints
hittpz: /A, omnilert net/Shi., 3 POST
hittpz: A ornnilert net/Shi.. 5 Artifact
hittpz: A wna e2campuz net/s.. 9 FOST
hittps: / Awvw e2campuz.net/s. 11 Artifact
hitps:/ Awvne, amerilert. net/Shi.. 15 POST
hittpz: /A, amerilert net/Shi.. 17 Artifact
hittpz: 4/ shibboleth.omnilert. net... 21 FOST
hitps: 4 /shibboleth.omnilert.net... 23 Artifact

[<] [>]

(oo | [ 2]

0K || Cancel || Apply |
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9. On Endpoint Box select the following parameters:

Endpoint Type: SAML Logout

Binding: POST

Trusted URL : https://<YOUR-DOMAIN>/adfs/ls/?wa=signoutl.O
Then click OK > Apply

OmniLert Cnline Properties. [ x|

o O O O

E ndpaint type:

| ML Logout

Bindina:
|POST

Set the endpoint
properties as shown.

[] Set the tiusted LURL as default

-
Index: |0 | h;

Truzted LIRL:
| hittps: /¢« Y OUR-DOMAINE fadfsls Pwa=wsignout]. 0

Example: https: /st contoso. com/adfzls

Reszponse URL:

Example: https: //stz contoso.com/logout

ok Cancel Apply
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Right-click on Omnilert and then choose Edit Claim Rules...
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11. On Claims Box > Issuance Transform Rules > Add Rule

lzsuance Tramsform Rules | |ssyance Authorization Rules | Delegation Autharization Fules

The following transform wiles specity the claims that will be zent to the relving party.

Order  Rule Name |ssued Claims

AddRue... | | EditRule.. | | RemoveRule.. |

(] 4 | | Cancel : Apply
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12. On Add Transform Claim Rule Wizard select Send LDAP Attributes as Claims and then
click Next
G Add Transform Claim Rule Wizard EH

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claimn rule template:

Send LDAP Attributes as Claims v*

Claim rule template description:

Uging the Send LDAP Attribute az Claims rule template vou can select attibutes from an LDAP attibute
store such as Active Directory to zend as claims to the relying party. Mulbiple attributes may be sent az
multiple claims from a single rule using this rule type. For example, pou can use this e template to create
a ule that will extract attribute values for authenticated users from the displayMame and telephonetumber
Active Directory athibutes and then send thoge values as two different outgoing claims. Thig rle may alzo
be uzed to send all of the user’s group memberships. If you want to only zend individual group
memberships, use the Send Group Membership as a Claim ile template.

Select “Send LDAP Attributes as Claims” and
then click Next

< Previous Mest > || Cancel
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13. Provide Claim Rule Name “Get All Data” > Select Attribute Store “Active Directory” and
add Mapping as below > OK and Apply

o Outgoing Claim Type : AD-omnilertUsername, LDAP Attribute : User-Principle-Name
o Outgoing Claim Type : AD-givenName, LDAP Attribute : Given-Name
o Outgoing Claim Type : AD-sn, LDAP Attribute : Surname

Edit Rule - Get Data -

ou can configure this rule to send the values of LDAP attibutes as claims. Select an attribute store fram
which to extract LDAF attributes. Specify how the attributes will map to the outgoing claim types that will be
iszued from the rule.

Clairn rule name:
Get Data

Rule template: Send LDAR Attributes az Claims

Aftribute staore:
Active Directorny W

tMapping of LDAP attributes to outgoing claim types:

I;Bdhfngggibute [Select or type to Outgoing Claim Type [Select or type to add more]
Given-MName w || AD-givenN ame "]
4 Surmanne w [lAD-sr| w
|Jzer-Principal-M ame w || AD-omnilertUl semame W
. v 5
Name this claim rule as
“Get Data” and set the
mappings accordingly.
Wiew Rule Language. . oK | | Cancel

14. Note that you have to configure your Entity ID and Logout Url on Omnilert Admin
Shibboleth/SAML Configuration page which should be identical to:

o ldentity Provider Entity ID: https://<YOUR-FQDN>/adfs/services/trust

o Logout redirect URL: https://<YOUR-FQDN>/adfs/Is/?wa=wsignout1.0

See https://support.omnilert.com/hc/en-us/articles/115008509908 for information on the
Shibboleth / SAML settings within the Omnilert administrator portal.
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