
 

Configuring AzureAD SAML for use with Omnilert’s 
SAML connector 

 

Environment Used: 
● Azure Portal 
● Azure Active Directory 

Configuring SSO from Azure AD for Omnilert 
1. From your Azure Portal select All Services > Search for Azure Active Directory > Enter. 

 
 

2. This will open your Azure Active Directory > Select Enterprise Applications 

 
 

3. Once Enterprise Applications page is loaded click New Application 
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4. This will open a window asking to Add your own app > select Non-gallery application 

 
 

5. Provide the name of your application “Omnilert Connector”, for example 
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6. The added application will now be available in Enterprise Applications. Open the application 
by clicking “Omnilert Connector” 
 

 
(Tip: You can search by name, just type in “Omnilert” as shown above) 
 

7. From the Overview screen click Single sign-on, then select SAML 
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8. Setting up Single Sign-On with SAML - Preview shows the configuration overview 
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9. Configure Basic SAML Configuration by clicking the Edit icon (on the right) > Identifier > 
Reply URL as shown below. Click Save then go back to the Single Sign-On with SAML - 
Preview page. 
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10. Configure User Attributes & Claims by clicking the Edit icon (on the right) > Delete All 
Unnecessary Claims > Add new Claim three times for the following attributes: 
 

● Name : AD-omnilertUsername, Source Attribute : user.userprinciplename  
● Name : AD-givenName, Source Attribute : user.givenname 
● Name : AD-sn, Source Attribute : user.surname  

 
Example: 
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11. On the Single Sign-On with SAML - Preview Overview page you can verify > Basic SAML 
Configuration, User Attributes, and Claims, are now configured. Provide App Federation 
Metadata Url to Omnilert from SAML Signing Certificate in Step 3. 

 
 

12. Note that you must configure your Identifier and Logout Url on the Omnilert system’s 
Shibboleth / SAML Single Configuration page.  

 
 
See https://support.omnilert.com/hc/en-us/articles/115008509908-Single-Sign-On-Shibboleth-SAML-Settings for the 
settings in Omnilert’s administrator portal. 
 

 
 
NOTE: This document is provided as a general guide for informational purposes only. Please consult with your Azure 
administrators/vendor for specific guidance for your Azure system. 
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